Declassified in Part - Sanitized Copy Approved for Release 2013/08/14 : CIA-RDP89B01354R000400590016-7

—SECTRET DRAFT

SECURITY IMPACT

Title of Change - Modification of the SVTS Password Scheme

Change Propogal Number - SITE (ALL)-ECP-88-2

This proposal was reviewed by the Network Certification
Working Group on 17 January 1989. The feollowing specific
comments are provided to the alternatives presented in the DCA

Impact Analysis.

a. Current Scheme/Unigque Password

Comment = CONCUR -~ In addition, previously distributed
alternate procedures can be implemented for principals.

b. Single Group ID/Password at Each Node

Comment -~ NON-CONCUR - This procedure defeats individual
accountability which is a Network Security Manual requirement.

c. Unique Password - Limited Distribution to
Cadre/Watch Officers

Comment - CONCUR, if the watch officers are present during
the conference. (Exception can be made when a principal requests
privacy.)

d. Unique Passwords - Automatically Generated

Comment - Withdrawn. - -‘S:Jlgm/

f. Fingerscan UCTs

Comment -~ CONCUR, provided that the current access controls
on the SVTS console rooms are maintained. M5 has stated that no
biometric devices are approved as the sole method for access to
SCl systems.
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Change Proposal Number - SITE (ALL)-ECP-88-2 (Continued) 25X1
: L 25X1
g. Common Password and Fingerscan Door Lock
Comment - NON-CONCUR - This procedure gives no individual

accountability for actual SVTS use.

h. Cohmon Password and Card Reader Docor Lock 25X1

Comment - See g.
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